
Facharbeit am
Städt. Gymnasium Bergkamen

von Malte Bublitz (Q1)

Thema:
Asymmetrische Kryptosysteme am 
Beispiel des ElGamal-Algorithmus

Fach:
Mathematik

Betreuende Lehrkraft:
Frau Meermeier



Inhaltsverzeichnis
1. Grundlagen der asymmetrischen Verschlüsselung........................................................3







. 4 Primitive Wurzel
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. 5 Das ElGamal-Verfahren
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1. Schlüsselerzeugung4
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. 6 Fazit
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. 7 Anhänge

A. elgamal.py
#!/usr/bin/env python3

# -*- coding: utf-8 -*-

#

# ElGamal Beispielimplementierung

#

from random import randint

class ElGamalKey(object):

def __init__(self):

self.p = 11

self.q = 5

self.g = 0

while not self.g**self.q % self.p == -1 % self.p:

self.g = randint(2, self.p-1)

self.x = randint(1, self.p-2)

self.A = self.g**self.x % self.p

def getPrivateKey(self):

return (self.x)

def getPublicKey(self):

return (self.p, self.g, self.A)

def __repr__(self):

return "<ElGamal Key Object :: priv(x=%s), pub(p=%s, g=%s, 

A=%s)>" % (self.x, self.p, self.g, self.A)
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def Crypt(M, key):

pubkey = key.getPublicKey()

p = pubkey[0]

g = pubkey[1]

A = pubkey[2]

if M < p:

k = randint(1, p-2)

a = g**k

b = M * A**k % p

C = (a, b)

return C

def DeCrypt(C, key):

privkey = key.getPrivateKey()

x = privkey

pubkey = key.getPublicKey()

p = pubkey[0]

a = C[0]

b = C[1]

z = a**(p-1-x) % p

M = z * b % p

return M

def main():

myKey = ElGamalKey()

print(myKey.__repr__())

C = Crypt(3, myKey)

print('C =',C)

M = DeCrypt(C, myKey)

print('M =', M)

if __name__=='__main__':

main()
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